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SUtemeDl AceompaDyiDl CPNI Cel1U1uote
ED Doetet No. 06-36

Yaekie Telecom, Inc. (the "Compaoy") does not use, disclose or permit accm; to Customer
Proprietary Network Information ("CPNI")~ lIS permitted or required by law puralllllll to 47
u.S.C. § 222. The safeguards set forth in Sectiom; I and 1 below are followed by the Company,
and, to the extent that the Company finds it necessary to lISe, diseIose or permit lIa:ellIllO CPNI,
the operating procedures in Sections A·H below are obSClVCd..

A. Deflaition,. The terms used in this Statement have the SIIIIle meaniag lIS set fanh in 47
C.F.R. §64.2003.

B. Use af CPNL It is the Company's policy that the Company may use, disl;10se, or permit
accalIi 10 CPNI for the purpose ofproviding or marketing service offerings among the categories
of service (i.e., local, interexchange, and interconnected YOIP) 10 whicb the eustomer already
subscribes from the Company, withont customer approval.

To the extent that the Company provides diftere:nt categories of service, and a CII5IOmer
aubscribes 10 IllOM than one category of service offered by the Company, the Company may
share CPNI lIIIlOIIg the Company's affiliated entities that provide a service offering 10 the
customer. However, to the extent that the Company provides different categories of service, but
a CII8kJmer does not subscribe to more than one offering, the Company does not share CPNI with
its affiliates, except by following the requirements described berein.

The Company does not use, disclose, or permit accellll to CPNI 10 martel to a eustomer any
service offerings that are within a category of service to which the !lIIbscriber does not already
subscribe from the Company, unless the Company has customer opprovaI to do so. The:
ComplIny does not use, dillCllose or permit access to CPNI to identifY or track customers that call
competing service providers.

Notwitbstamting the forgoing, it is the COtlIpIIIIy'S policy that the Company may use, disclose, or
permit ac:cess to CPNI to protect the rigbts or property of the Company, or to protect users of
those services and other carriers from ftaudulent, abusive, or unlawful use of, or subscriplioa to,
~services.

C. CMIoaJer Appl'M'aIa.

It is the Company's policy that the Company may obtain opprovaI through writteo. oral or
ele<.:tronic methods. The Company acknowledges !hat it bears the burden of delllOllstnlting that
any oral appmvaIs have been given in compliance with the Commission's rules. The Company
bonon; all approvals or disapprovals 10 use, disclose, or permit access to a customer's CPNI until
the customer revokes or limits such approval or disapproval The Company lIIIIintains records of
approval, regardless of the form ofsuch approval" for at 1east one year.

Opt-Clut and Opt-In Approval Proceases. It is the Company's policy that it may, subject to upt
out approval or opt-in approval, use its custorner's individua1ly identifiable CPNI for the purpo!le
ofmarh:titijl; COIIIIIlIIIlicalated services to that custolllCl:. 11 is the COUIIIIIIIY'S policy that it
may, subject to opt-out IIJlIIfOvai or opl_in approval, disclose its cusromer's individually
identifulble CPNI, for the purpose of IDlIrketiDg cOD1lllllDicationa-reiated lIefVictl8 to lhal



custoInm", to its agents aDd its affilialell that provide COllIlI1UllicatMlatM services; and its
joint vmture partners and iDdependezlt COI1llactors who do the same. It is the Company's policy
that it may abo permit such persons or entities to obtain lIOOeSS to such CPNI for such purpolleS.
Except as provided herein, or 8lI otherwise provided in Section 222 Dflhe CommlllliadioIlS Act
of 1934, as amended, the Company only 1IlleS, discloses, or permits access to ilB customers'
individually identifiable CPNI subject to O!lt=in lIQIIIOYI!..

D, Notice Required For Use Of CIIItoIIler Proprletuy Network bd'OI'IIIlIdOD. It is the
CDmpllDy'! policy that prior to any solicilatioo fur CU8toIIIm: lIppI'lIV81, DDtiflcatioD irl provided to
the CIUIDmer of the ClI8lDmer's right to relllrict lIIIe of, di8closure ot: aDd lIClCell! to that customcr's
CPNl The Company maintaiDs such n:cotds ofDOtificatiDD, whether oraI. writtea or electronic,
Ibr at least ODe year. It is the Compaoy's policy that individual DDtice to customers is provided
whc:a lIDlicitiDs approval to use, disclose, or permit accm to CIISIomers' CPNL

E. Notice CDDteDl IleqlllrementL Company DOtice! JIlU8t comply wilh the following
requimDeDtlI:

1. Notic:eII must provide sufficient information to CDlIble the customer 10 make an iDfoImed
decisioD 8li to whether to permit the Company to use, disclo8e, or permit IIOOllSlI to, the cuslDmer's
CPNl.

2. NOlices must!tate that the customer has a right, and the Company has a duty.lIDder federal
law. toprotectlbe CDDfideDtiality ofCPNI.

3. Notices must specify the types of information that COD8Iitule CPNI and the lIpCCific entities
that Will receive the CPNI, describe the purposes for which CPNI will be used, and iofonn the
customer of hi! or her right to diapprove those uses, and deny or witbdraw lICCe:!IS to CPNI at
anytime.

4. Notice!I must advillll the customer of the precillllllteps the customer must tate in order to gmrt
or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision ofany services to which the CIIItODler subscribes.

S. Notices must be compreben&ible and must not be misleading

6. To the extent that written Notices are provided, the Notices are clearly legible, usc sufficiently
large type, and are placed in an _lID as to be readily apparent to a customer.

7. If any portion of a Notice is translated into snother lanpge, then all portions of the Notice
must be translatM into that language

8. The Notice may slatl: that the customer's approval to use CPNI may enhance !he Company's
ability to offer produces and services tailored to the eustomer's needs. The Notice may abo lItate
that the Company may be compelled to disclose CPNI to any person upon affirmative written
requeat by the customer.

9. Notice!I may not include in the DOtification any IIIBtrmenr attemplinjl; to CDCOIIraRC a customer
to ftooze third-party ICCC811 to CPNL



10. Notices 1IlIISI stale that any approva1, ordeniul ofappmva1 for the II8e ofCPNI OUlSide oftbe
9CIVicc to which the customer aIrmdy subscn"bes from the Company is valid unbl the cusIomcr
a1Ihmatively revokes or limits liUch approval or denial.

II. The Company's ooJicitatioo for a.pproval must be proximate to the Notice of a customer's
CPNI righlll.

F. Opt-Ollt Notice Reqldrements. It is !he Company's policy that Notices to obtain opt-out
approval be given only Ihrou.gh e1eelronil; or written methoda, and not by oral COllllIlWlicatioo
(except lIII provided with m1pecl to one-time II8e ofCPNI below).

The con\eIItB of any BUch notifieation muBt comply with the Notice CootmI Requirements
dc8eribcd above.

It is the Company's policy to wait a 3o-day minimum period of time afk:r giving cu8tomerlI
ooticB and lIIl opportunity to opt-out befonl aBSIIIIIing customer a.pproval to W1e, di8clollll, or
pennitaeeess to CPNl This 3ll-day minimum period is ea1culated as follows: (I) lD the case of
lIIl e1ectmnic form of notification, the waiting period shall begin to nm. from the date on which
the Notice was lIllllt; and (2) In the CIIBI: ofNotice by mail, the waiting period sha11 bc:gin 10 nm
on the third day following the date that the notification was mailed. It is the Company's policy
to notify customlln 88 10 the applicable waiting period fur a responllll before approva1 is aBBumed

For tbose instances in which the Company uses the opt-out mecJlllTlism, !be Company provides
DOtices to applicable customers ervery two years.

For tlwBl'! instances in which the Company uses e-mail to provide opt-out notices, the CompBny
follows 1be additional ~1lIIts in addition to the requinmWllli gwendly 8pplicabk: 10
notification:

(1) The CompBny IIlWIt obtain express, Vllrifiable, prior approva1 from COIIWIIlIlIlI to stmd noticerl
via e-mail regatding their service in genera1, or CPNI in particu1Br;

(2) The Company must allow CllStOlllC'lS to reply direct:1y to e-mails cootaining CPNI notices in
onier to opt-out;

(3) Opt-out e-mail noticeIl that are returI1ed to the Company 88 undeli.VIlnIble 1IlIISI be sent to the
customer in anotber form before the Company considers the customer to hllve received notice;

(4) The subject 1ine oftbe message must clearly and aecunde1y identifY the subject matter of the
e-mail; and

(5) The Company makes avai1ab1c to every customer a method III opt-out that is ofno additiona1
cost to the customer and that is available 24 hours a day, SCVW1 dIIys a week.

G. Opt-In Notice Reqlllrements. It is the Company's policy that Notices to obtain opt-in
approval be given though oral, written, or e1ectronic mdhods. The cootetJts of any such
notification IDU8I conrow with the Notice Cootenl: ReQwculWltB described above.



H. On&-TIIIIll Ulle of CPNI Notll:e Requirements. The Company may UlIC oral notice 10 obtain
limited, one-time use of CPNI for inbound and outbound customer telephone cODlacts for the
duration of the calL The Company requin:s that the contents of any such notifieatioo IIlIISt
oomply with the Notice Content Requileweuts described above. exoepr that tile Company may
omit any of the following notice provisions if not relevant 10 the limited UlIC for wbieb the
Complllly seeks CPNl:

(1) The requiremeDt that the COIlIpIIIly advise customerll that if they have opted-out previously,
00 action is needed to maintain the opt-out election;

(2) The requirement that the Company advise custutldll that they may share CPNI with their
affiliates or third-parties and need not name those entities. if the limited CPNI IISIlgC will not
result in use by, or dillC10sure 10, an affiliate or third-party;

(3) The requirement that the Company dise10lle the meIIIIS by which a customer can deny or
withtlmw future aceess to CPNI, so long as explanation is given to customers that the scope of
the approval the Company seeks is limited to one-time use; and

(4) The Company may omil disclosure of the preei!lC steps a customer must take in order 10 grant
or deny access to CPNI, as long as the Company clearly communicates that the customer can
deny access to his CPNI f(R' the call.

L Sareauardl Required for the Use of CPNL II is the policy of the Company 10 train its
penotmel as 10 the circumstances under which CPNI may, aDd may not, be used or disclosed. In
addition, the Company bas established a written discipliDary pIOI)CSti in instaIwclI where its
peI'SODlIC1 do not comply with established policies. 11 ill the Company's poliey to require thaI a
record be maintained ofilll own and its affiliates' sales and mareting campaigns that usc their
CU8\OJIIeI'S' CPNI. The Company maintains a record ofall instances where CPNI was disclosed
or provided 10 other third-parties, or where third-parties wen: allowed to lICCCSS such CPNL The
record includes a description ofeaclt eampaign, the specific CPNI that was used in the campaign,
and wnatproducts and services were offered as a part of the campaign. Such records are retained
for a minimum ofone year.

The Company bas established a mandatory supcrvisoJy review process regardins oomp1i~
with CPNI rules for outbound IIlllIketing. Sales personnel must obtDin supervisory approval of
any proposed outbound marketing request for customer lIJlIII'Ovai. The Company's policies
require that records pcrtainlng to such carrier compliance be retained for a minimum period of
ODe year.

In compliance with Seetion 64.2009(e), the CompaDy will prepare a ~compliaIwe cutificate~

signed by an officer on aD annual basis stating thaI the officer bas personal knowledge that the
CotnplIIly bas established operating procedures that are adequate to ensure complianee with 47
C.F.R. § 64.2001 et seq. The certificate is to be accompanied by this statement and will be filed
in EB Docket No. 06-36 annually 011 or before March 1, for data pertaining 10 the previous
ea1eIldar year. This filing WIll include an explanation of any actions tal=. against data brokers
and a 8IJIIIIIllI1'}' ofall customer complaints received in the past year cooceming the IIIllIlIlhorized
release ofCPNI.



It is the Compsny's policy to provide written notice to the FCC within five business days ofany
instance where the opt-out mechanilllll& do not work properly, such that a COOswneI"'S inability to
opt-out ismore than an anomaly. The writtcunotice shall comply with 47 C.F.R. §64.2009(t).

J. Safeguards oa the DiseJosure of CPNI. II ill the Company's policy 10 talre reasonable
measures 10 discover and protooI against attempts 10 gain IIIlIIlIIhorizc accell8 10 CPNI. The
Compony will properly llUIhenticale a customer prior to disclosing CPNI based on customer
initiated te1q:Jhone oontact, online access, or in-stoce visil, ifapplicable.

K. NotUli:atiOD of CPNI Security Brnehes.

(I) It ill the Company's policy to notifY law enforcement ofa breecb in ils cllSlODlers' CPNI as
provided in thia section. The Company will not notifY illl customers or disclose the breach
publicly until it bas completed the process of notifYing law enforcemenl pursuant 10 paragllIph
(2).

(2) All soon as practicable. and in 110 evenllater Iban seven (7) business days after reasonable
determination of the breacb, the COIIIpsny will e1ectrOllically notifY the United States Secret
Services (USSS) and the Federal B\Il'ClIu of hlvestigation (FBI) through a ceIltral reporting
flwility.

(a) Notwithstanding state law 10 the contmy, the Company sball not notifY customers or disclose
the breach 10 the public IIIlIiI 7 full business days have passed after DOIification 10 tbe USSS and
the FBI, exceplll5provided in paragraphs (b) and{c).

(b) If the Company believes that there is an extraordiDarily urgent need to notifY any class of
affectl:d customers sooner than otherwise a1lowed under pamgrapb (a), in onIcr 10 avoid
immediate and irreparable ham, il will 00 indicate in ils notification and may proceed to
immediately notifY ils affected customers only after consultation with the relevant investigation
agency. The Company will cooperate with the relevant investigating agency's request 10
minimize any adverse e1fects ofsuch CU8Iomer nolification.

(c) If the relo:vant investigating agency determiJJel!l that public disclOllure or IlOIice to customer
would impede or CVIiijl10mise an ongoing or potentia1 criminal investigation or national !lCCUrity,
such agency may din:ct the canier 00110 so disclose or notifY fur an initial period of up to 30
days. Suell period may be extended by the agency as reasonably necessary in the judgment of
the agency. Ifsuell direction ill given, the agency shall notifY the caJrier when it IIJlPClIIlI that the
public discloaure or notice 10 affected custolllClS will no longer impede or compromise a eriminal
investiplion or national security. The agency shall provide in writing its initial direction to the
carrier, any suhsequCIlt extension, and any notification that notice will no looger impede or
compromise a criminal investigation or national security and such writing& shall be
contemporaneously logged on !be same reporting facility thai cllIllains recorda of notifie8tiODS
filed. by the Company.

(3) Customer Notification. After the Company has notified law enforclllllCll1: pursuant to
paragrapb (2), itwill notifY ils customers ofbreacb.ofthOlle CU8Iomers' CPNI.

(4) Recordkeeping. The Company will maintain a record, electrooica11y or in some other
1lI8lIIlCI", of any breaches discovered, notifications made 10 the USSS and the FBI pursuanl to



paraaraph (2), lIlLd noliliclltiOD!l madll to CWItun...... The lWIrl will iIwlude. if available, da\ll8
of diacovmy lIlLd IlOtiflCAtiOll, a cIetailcd dcIIcription of the CPNI that WI8 the subject of the
brcac:h, arui the cimImstances of the breach. The Company will maintain the reoonI fur a
minilDlDD of2 yeaIIi.


